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Encrypting an Autolt 258 ’—Er_dE‘ur_c #include: MCFinclude.au3

2589 —_—
260

script with CodeCrypter G:

MCFCC Init(Stype=0, Squery=True, SuseCNG=False

E: edit/add your keytype definitio here for §
is UDF will itself be fixed-key Efcrﬂ:.,ed
S5CCkey[3]=EUserName ; case-sensitive!
S$CCkey[4]= WinAPI UniqueHardwareID ($UHID MB ; motherboard specs
, : SCCkey[5]= WinAPI UniqueHardwareID(SUHID CPU ; CPU specs
- 7\ g £ r scCkey[6]=DriveGetSerial ("C:™"
rl X ‘ () () [ ) 5CCkey[7]=@BIPaddressl ; NB ensure vour IP is fixed (no DHCF)
A - ] )

ions (to be placed ABOVE MCFCC Init()!))

* Open MCFinclude.au3 in Scite o Lf $type="" Or jtype=Default Then Stype=l

Stype=Number ($Stype

. . 276 If S$type<0 Or S$type>=UBound (5CCkey) Then Stype=1 ;5 pwd gquery
and find Func MCFCC_lnIt() 277 If Scmdline[0]>0 Then $CCkey[l]l=$cmdline([1
. . 278 If (5CCkey[Stype Sdummypwd Or S$CCkey[Stype]="" Or
e Select any ex|st|ng @macro or 279 sCCkey[Stypel=Null) And $query=True Then S$CCkey[Stype
. . 280 InputBox ("Protected Rpplication™, "Please Enter Password: ", "","sM", 25(
Function call that defines run- 281 SCCkeytype-Stype
: 283 = Switch SuseCNG
time content of array SCCkey, or = % % e
« e, 285 For $cc=1 to UBound(SCCkey) -1 ; skip entry 0 (already done)
add yOUF OWﬂ key deflnltlonS. 286 if IsPtr($CCkevyhandle[S$Scc Then  CryptoNG BcryptDestroyKey (s
. 287 If scckey(Scc Null Then $CCkeyhandle[Scc]= CryptoNGgetHandle
* SCCkey array index = key ID 28 | Nex:
P 1 1 290 H Case Else
Write down which key ID(s) to 290 &3 S

292 - EndSwitch

use for this encryption! 293
294 - EndFunc

* Close MCFinclude.au3 2650\ ; this func def should be the la

st one within this region,
29¢ - as 1t 15 used as its end marker (so do NOT rename 1t)
297 | - #endregion EncryptionZ (to be fixed-key encrypted)



Encrypting an Autolt script

with CodeCrypter

In your target script, add the line:

#include “MCFinclude.au3”

(with path, if located elsewhere)
 Below all other #includes
 Above your own code

and save the script.
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#NoTrayIlcon
i?:;t:;:ie <GUIConstantsEx.au3>
ude <MsgBoxConstants.auld>

AL g g =

Target script: HelloWorld.au3

F_:,_m;e " _A\MCFinclude.au3" ; <<< ADD THIS #INCLUDE, BELOW ALL OTHER INCL
; Show a simple message box.
MsgBox FMB TOPMOST+SME ICONINFOEMATION "Test", "Hellao, World!"™
; call function to create a GUI
ExampleGUI
-] Func ExampleGUIL ; adapted from Help file, first example for GuiCreate
; Create a GUI with a button
Local ShGUI GUICreate( "This is an Example GUI"
Local SmyButton GUICtrlCreateButton( "Press to Quit", 80, 200, 120
GUISetState( @SW _SHCOW, ShGUI ; Display the GUT.
- While 1 ; Loop until the user exits.
Switch GUIGetMsg
—] Case 3GUI EVENT CLOSE SmyButton
= ExitLoop
= EndSwitch
- WEnd
GUIDelete( ShGUI ; Delete the GUI and all controls
L EndFunc s=—>Example

3
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Encrypting an Autolt script with
CodeCrypter

Step 3 of5

 Run CodeScanner on your script

(this takes a long time).
* Check that no issues were detected

(or fix these and re-run).
e Subdirectory :<name>.au3.CS_DATA is created
(if not, ensure that in CodeScanner’s Settings,
option [Write MetaCode] is enabled, and re-run.
* Close CodeScanner.
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@ Code Scanner Main Menu

- CodeScanner
- Rescan @ CodeScanner Settings

- New File
P ' Processing
Data Dump
- Exit [] Unicode Support
+/-- Results by Subject
-~ Results by Format Include Constants
i —I-- Text hles
. o -
- Rieport Summan Write MetaCode
- Globals, non-nat

- Trees
) Includes Architecture
: - seguential
i e softed
—} UDF Aschitecture
seguential
- softed
- Tables
- List of potential issues
- Calling Statistics
- Tracked Features
- Includes, Statistics
- Loops
- Main Code Sections
- Entry Points
- Exit Points

Lo [lahals pom-nakive

"
Congratulations! No issues detected.

Activate the ary for additional information.
Settings

ON : Include native [...]Constants.au3 files

Mkl - Teamnl: amnbisen Assbanll lhiimmbimm axlla




Encrypting an Autolt script with EEEEES

C d C t Single-Build Structure Presets

odeCrypter Gonteet | Ener
File /O CodeCrypter

£ P ) |

M Create MCFO [ ] Translate

# M BackTranslate [ ] Obfuscate
e Start CodeCrypter. ] Create New ] Encrypt
* Press [Source] to load your script.
(the CS_DATA path is filled automatically). @get File: | helloworld.au3 D |

* Tick Options [Create MCFO] and [BackTranslate]

. ] . _ FPath: D:L&utuit‘tCudeEcanneerptenhelluwu‘
* Press [Run] (this will take a long time), then Exit. |

Source
A new test file MCFOtest.au3 has been created |
in your target file’s home directory. Open it in # # #
Scite, check for errors, and do test-runs.

Ensure that it works exactly as the original.
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Encrypting an Autolt script with EEEEES

COdecrypter Single-lEluiId Structure Presets
Main Content @
Encrypt Content Single Key
Step 5 of 5
g [ strings ©x86,x64
* Restart CodeCrypter. [] Nested Keys Decryptor
* Under Tab Encrypt, specify the Key ID; this is the
selector in array SCCkey in MCFinclude.au3 Bl Muliple kaye
* Under Tab Main, disable option [Create MCFO] UDFs [] Shufile Keys
and enable option [Encrypt]; then Press [Run]. [] Subset def From  To
* A new encrypted file MCFOtest.au3 is created in 1 2| | 5|
your target’s home directory. |

 Openitin Scite, check for errors, do test-runs.
Ensure that it works exactly as the original.
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Encryption Options

Two-pass encryption re-encrypts the
encrypted code, to hide the key-ID.
(This does cause more slowdown.)

Clear Filter

@ Encryptable Code Sections

Check to Encrypt, UnCheck to Skip Encryption

[ Main Script
[ ExarnpleGLUIQ

// Each user-function can be either
7 encrypted or left in plaintext.
Clear Flip

2

Store Restore Return

@ CodeCrypter

Single-Build
Main

Encrypt Content

M Phrases
M strings
[ Mested Keys

ngt only
UDFs

(] Subsetdef

Define a Subset of lines to encrypt:
[0<S<1]=random proportion
[$>1]=every St line
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giv=

Structure
Content

Si

Author AES Bitness oS
Ward machine code 32-bitonly WinXP+
TheXman Bcrypt dll 32 /64 bit Win7+

Presets
Encrypt

ngle Key

Decryptor

Multiple Keys

] Shuffle Keys

Select the encryption algorithm

/

Specify the expected return for
any key ID in any environment.

@ Define content

Defined keytype = 1; $CCkey[1] cunently vields:
| <EnterUserPassword=

Current Expected Returm in Target environment:
<EnterUserPassword>

Enter New Expected Retum:

Randomly select from a range
of encryption key IDs per line.

Please confirm by re-typing:

Cancel Profile Ok




Script HelloWorld.au3, encrypted
with user password: test.

Features

e AES is practically unbreakable

* Each encryption pass is unique

e Fast decryption calls =
minimal slow-down

 Optional targeted encryption
of sensitive parts only

 The decryption key is never
stored in the script, but
extracted from the run-time
environment

The environment’s expected
response of key definitions can
also be user-defined.
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E]F@n: _MCFCC Init ($type=0, Squery=True, SuseCNG=False
5CCkey[3]=Execute ( MCFCNG ("0x5B4 555 4Aannalionatciinnoasnann
SCCkey[ 4 Execute (| MCFCNG ("0x5764[ 1 init: LSE
S5CCkey[ 5 Execute ( MCFCNG ("0xEG6AS Encryptlon key def|n|t|0ns are BC6.
5CCkey[ © Execute ( MCFCNG ("0x7C73¥ 1 _ EBD
e 7 e e themselves fixed-key encrypted.
If Execute( MCFCNG ("O0x0OASFBAAZ2646DD3C1AZDY91C1310DBFEAAR33T735E52EA6CFCO63EE6DCOECOBERECTS
$type=Execute ( MCFCNG ("0xD06055E70FQIRATAANCTAARORRARALAT FANANAASINFASREGS2TARCNTEFAJ]R
If Execute( MCFCNG ("0xB481D364196DEH . a1
If Execute( MCECNG("0xC4S824A7D31901] Password query at Start-up IS here nE"
If Execute _MCFCNG "0x037261753500E929E53E3410IECITEF4Z22ETDET842631013AR4ATS08D36AAT0O3E
SCCkeytype=5Stype

Switch SuseCNG
Case True

{THTHT]

For Scc= 1 to Execute( MCFCNG("0x0343059751FC6A3CD2A548A464648FEFFSASB29F44C5EAB]I TEI1AGS
If Execute ( MCFCNG ("0x7CC342RB67B434 ) ] FE "
If Execute ( MCFCNG ("0x87DD7B43BDID04 Key generation Is here. 13"

- Next

= Case Else

= Execute ( MCFCNG ("0xS989DATE1SAS48R05A410BAT2A696C5CAE4EDSCO99E4F61444480FCD154CFT0O4F"

- EndSwitch

L EndFunc

Execute ( MCFCNG ("0x%E0G47B2A32
Execute ( MCFCNG ("0xC58E6731B49

=] Func ExampleGUI
Local $hGUI=Execute ( MCFCNG("0x8D3806CCEDT| Pleasa Enter Password: T9TCF6236
Local SmyButton=Execute( MCFCNG("0x340FBFE SBR9347T2C
Execute ( MCFCNG ("0xDFADS723444D5ABCEBR4TFE spoz21",1
= While Execute( MCFCNG ("0xF89398FD8B6929018 |"“"*"‘|
% Switch Execute( MCFCNG ("0xF10448FETE1D40C1
— Case SGUI EVENT CLOSE, SmyButton (04 Cancel
= ExitLoop
- EndSwitch
- WEnd . .
Execute ( MCFCNG ("0x88B0D3FF426recaly FUNCtions and variable names can |:
L EndFunc .
additionally be obfuscated.
>



